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Disclamer

• Ongoing study...
• Community input to improve current result.
• Code not yet ready for production (alpha
release).
• Code available at:
https://bitbucket.org/alfredarouna/bgplink
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Linkrank Challenge from CAIDA BGP Hackathon
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1https://github.com/CAIDA/bgp-hackathon/wiki/
List-of-Challenges#linkrank-1
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Tools available and missing components

Tools available:

• BGPStream2 (from CAIDA) framework to easily collect BGP
records.

• BGPlayJs3 (from RIPE NCC) as user-friendly view and event
animation.

• Updated list of bogon freely available4 (Team Cymru).

2https://bgpstream.caida.org/
3https://bgplayjs.com/?section=bgplay
4https://www.team-cymru.org/Services/Bogons/fullbogons-ipv4.txt
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algorithm
noun

Word used by programmers
when they do not want to
explain what they did.
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Our proposal



Our proposal

Before going further, what do we have:

• Test case: Telekom Malaysia leak.
• Metric: link weight.

•
•

• • Algorithm to easily identify link with good/bad reputation.
• Graphical view with intuitive color code: green to red.
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Hypothesis & veriѹcation



Our approach (1/2)

Hypothesis

• does not carry bogon,
• have positive stability,
• are used by many AS.
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Our algorithm...
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Our approach (2/2)

Veriѹcation (2/2)

• Draw each link instead of AS_PATH.
• Use specific color (from green to red) based on link reputation
cost.

• Routes leak with Telekom Malaysia 5.
• Censorship with Youtube hijack by Pakistan Telecom 6.
• Malicious activities with Link Telecom incident7.

5https://bgpmon.net/massive-route-leak-cause-internet-slowdown/
6https://www.ripe.net/publications/news/industry-developments/
youtube-hijacking-a-ripe-ncc-ris-case-study
7http://www.sigcomm.org/sites/default/files/ccr/papers/2013/
April/2479957-2479959.pdf
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Three phases (3/3)
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Malaysia Telecom test cases
results



Test: Leak case (Telekom Malaysia)
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Leak and Control cases (Telekom Malaysia)

Figure 1: Leak case reputation

• 08:43 to 10:45 UTC.
• Most links have bad
reputation.

Figure 2: Control case reputation

• 12:45 to 14:45 UTC.
• Mix of good and bad
reputation.
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Other tests cases results



Censorship test case (YouTube Hijack)
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Figure 3: Hijack case reputation

• 19:00 to 20:51 UTC.
• Youtube links have bad
reputation.

Figure 4: Control case reputation

• 21:05 to 22:56 UTC.
• Mix of good reputation and
bad reputation.
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Malicious activities test case (Link Telecom Hijack)
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Figure 5: Leak case reputation

• 08:00 to 10:00 UTC (August 24,
2011).

• Most links have bad
reputation.

Figure 6: Control case reputation

• 08:00 to 10:00 UTC
(September 9, 2011).

• No event.
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• [Problem] Collectors and time interval are hard coded.
• [Proposal] Allow user to select collectors and time interval for
analysis.

• More testing
• [Problem] Only three test cases.
• [Proposal] Add more (well-known) BGP incidents.

• Large scale algorithm
• [Problem] BGP is large scale protocol vs limited resources.
• [Proposal] Use Massive Data/AI tools for link classification.
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